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ABSTRACT: - The rapid growth of online transactions has intensified the risk of credit card fraud, posing major challenges

to consumers and financial institutions. This study explores various machine learning approaches to accurately

distinguish fraudulent transactions from legitimate ones. Using a publicly available dataset, multiple algorithms

including Logistic Regression, Support Vector Machine (SVM), K-Nearest Neighbours (KNN), Naive Bayes, and Artificial

Neural Networks (ANN) were implemented and compared. The models were evaluated on accuracy, precision, recall,

and misclassification rates to identify the most effective technique. Experimental findings indicate that SVM achieved

the highest accuracy among the tested models, demonstrating strong potential for real-world fraud prevention

applications. The results emphasize the importance of data preprocessing, model selection, and continuous

improvement to combat the evolving tactics of fraudsters.

INTRODUCTION

As more individuals rely on credit cards for everyday
purchases, financial providers must prioritize robust
protection measures for their clients. Global credit card
usage reached 2.8 billion people in 2019, with about 70%
holding at least one card, according to 2021 statistics. In
the United States alone, fraud reports jumped 44.7% from
271,927 cases in 2019 to 393,207 in 2020. Fraud typically
falls into two categories: creating fake accounts using
stolen identities (up 48% from 2019 to 2020) or hijacking
existing accounts via pilfered details (up 9% in the same
period) (Daly, 2021). These alarming trends motivated this
work to apply machine learning techniques for identifying
fraudulent transactions within large volumes of data,
aiming to enhance security and reduce risks.

LITERATURE REVIEW

Researchers have applied various machine learning (ML)
techniques to detect credit card fraud, focusing on
accuracy, speed, and cost. Zareapoor et al. (2012)

compared Neural Networks, Bayesian Networks, SVM, and
KNN, finding Bayesian Networks the fastest and most
accurate, though costly. Alenzi and Aljehane (2020) used
Logistic ~ Regression, achieving 97.2%  accuracy,
outperforming Voting Classifier and KNN. Maniraj et al.
(2019) achieved 99.7% detection using a model designed
to minimize misclassifications. Dheepa and Dhanapal
(2012) used SVM with behavior-based features, reaching
over 80% accuracy. Malini and Pushpa (2017) showed KNN
outperformed Outlier Detection, proving effective with
memory limits. Maes et al. (2002) found Bayesian 8%
more effective than ANN, with faster training times.
Awoyemi et al. (2017) tested KNN, Naive Bayes, and
Logistic Regression, where NB achieved 97.5% accuracy in
imbalanced data. Jain et al. (2019) reported ANN achieving
99.71% accuracy, outperforming SVM and KNN. Gupta et
al. (2021) highlighted Naive Bayes with 80.4% accuracy.
Other studies showed high performance of Random Forest
(Varmedja et al.,, 2019; Sailusha et al., 2020), hybrid
models like NB-KNN (Kiran et al.,, 2018), and advanced
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approaches like BiLSTM and BiGRU (Najadat et al., 2020). consistently outperformed single classifiers
Overall, ensemble, hybrid, and deep learning models detection.
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DATA PREPARATION:
SYSTEM ARCHITECTURE. Fdatis, Froame" 2 Z2R4807 abi. of 31 variablea:
1 Tims Pordm @11 22a4aTFTTFE ...
i vi tonum ~1.36 3. 4092 -1 358 -6 066 -1 3%& ...
- i va tomum <@ BTEE B DGEE -1 3402 -0 185E @ AFFF
i va fonuim Z.536 B 166 1, FF3 1.703 1549
Cmﬁt Cam F'aUd {C‘EF:I TEE’! SUhSEt 1 va tonum 1.37E @.44k @. 3R -0 R63. 0.4a3F .,
T'aimn nataw i V5 ionum <. 33EF A.BE ~R 5032 -B-B183 -@.-A@F: |
1 VG iomudm @CAGEY -H . BR2S L, BORS 12472 B @ET .,
E {onum B 2306 -Q.QFRE @.701S 9.2376 8,5000 ..
1 VR fonum B.O9ET B.RAS1 @.24FF OB.37F4 -0 2FaS ..
Ve tonum  BCRGE -R. 255 ~1.518 -1 387 @.@iR ., .
i L VIR o onum DOODAE -0, IET @ 2076 -0-855 8. FSA1
| Data Pre-processing | R L T ahe
£ VIE i onum <R GITE 18652 @, 0661 0. 17EZ @8, 5IRT ..
[ i Vit 1 omum <@ 00 B arh & F1F &, 56K 1. 348 .
i Wia tonum <f 3% -0 144 -6, 1686 -B.2E& -2.1F ..,
I"""""""‘"‘""‘"' T vis onum o 1468 0,63 2. 346 -8, 631 @ars ..
s ' B OWIE 3 onum —B.AT B A64 -2 B9 -1,.06 -0.453 .,
- ] VAT i onum O, 20K -8, 118 1.31 -0, G4 @337
i Gﬁ.FEﬂturESElEﬂhﬂn ] VIR o onum 0. OZNE -0, TARA -0, 1214 1, 0058 -8 anae
i i VIR 7 onum 0,404 -0, 146 -2, P6E -1.2%3 0. %83
i i VIR 1 onum 02504 -0, 0601 @, 525 -0.208 0, 4aR%
"""""""" W2l Tonum <l R1EST -, 2TSTR B, 2AE -0, 1RR3 -, eRuad
£ V2l Tonum B EFTEA -0, GIRGT O, FFIGE O 0R%IF @, TORIH
£ W2E 3 onum <B.11 @, TR B0 -6.10 -00aRF
£ WA Tonum BB -8, TSR -0, GRDE -1 375G 8, 1419
: . £ VIR 7 num 0L AED B, TR -, 330 0. G -8, P
Train Wllh 'I'n £ Vi Tonum =B 1E0 @, 1A -8,199 -8, 222 A sar
B OWEF 7 num DLABENG -0, GREGHE -0, 0555 B, BRITE @, 2102
L 5 VaR Tonum o SHLRZLT 9,81 -0, BSOE @ BN1N 0. 216
3 B Amouant: num 149G X 69 IR, 60 12,5 6999
IDHTEFTE‘PFDGESSMQJ $Clman : int O @8 @ A 0 & @08
Train with v
¥ n
Training
Test Data
Data
Y :
- . |
DT, RF, LR, N8, ANN » Trained Model ~»Fraud Dmaclmn|
|
| S
Train the models
[

DATA FLOW:

FHpEES “'f535°:ffi&"ﬂ:5§;5!§
T R T

Vi .

R Daal Batals

—
e m_"t‘
L

Yy I I |

g
¢ |eEfgs—{ st

o d L]
(o T -

(oemmicile
Puuy | | Voaliations
et
iy

DOI: 10.62346/ijcn_q3_v13_no3_25_04| Comparative Analysis of Machine Learning Models for Credit Card Fraud
Detection




ERES International Journal of Computer Networks (ISSN: 2320-6837) Vol 13, No 3, July — Sep 2025

Django

80 R

Welcome to Credit Card Fraud Detection System

Contoct Us

& E =Q;=fii!i Y ames s dOAN T o B

(1]

(2]

(3]

(4]

(5]

(6]

(7]

(8]

(9]

(10]

CONCLUSION:

This project's core goal was to determine the optimal
machine learning model for credit card fraud detection
among the selected techniques. By constructing and
testing the models, we found Support Vector Machine
to be the leader with 99.94% accuracy and just 51
misclassifications. Implementing such a model could
significantly curb fraud incidents, boosting customer
trust through enhanced security and smoother
experiences.
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