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Abstract--The increasing reliance on digital platforms in office environments has led to a rise in cyber threats and online 

criminal activities. To address these challenges, this project proposes a comprehensive system for crime detection and 

malicious URL management within office webpages. The system leverages the power of ensemble machine learning 

algorithms, including Decision Tree Classifier, Random Forest Classifier, AdaBoost Classifier, KN Neighbors Classifier, 

SGD Classifier, Extra Tree Classifier, and Gaussian Naive Bayes, to enhance the accuracy and efficiency of the detection 

process. 
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INTRODUCTION 

A Digital Forensics Detection og Ongoing Cyber-

Attacks ensuring the security and integrity of company 

operations is paramount. This project is designed to 

empower organizations to monitor, report, and mitigate 

internal incidents effectively. Furthermore, the system 

incorporates a sophisticated Malicious URL Detection 

and Blocking feature to fortify cybersecurity measures. 

This web page is mainly used to block the unwanted url 

to access. 

A.  GENRAL INTRODUCTION: 

In the contemporary digital era, the integration of 

technology into office management systems has 

revolutionized the way organizations conduct their daily 

operations. However, this reliance on digital platforms 

has also exposed businesses to an escalating threat 

landscape, particularly in the form of cybercrime. As 

offices increasingly shift towards web-based 

applications, the need for robust cybersecurity measures 

becomes paramount to safeguard sensitive data, ensure 

business continuity, and protect the integrity of digital 

infrastructure.  

One prevalent and insidious facet of cybercrime is the 

proliferation of malicious URLs, which pose a significant 

threat to the security of office webpages. Malicious URLs 

can be gateways for various cyber threats, including 

phishing attacks, malware distribution, and unauthorized 

access to confidential information. Detecting and 

mitigating such threats in real-time has become a critical 

aspect of modern office management.  

This project endeavors to address these challenges by 

proposing an innovative approach to cybercrime 

detection within office management systems, with a 

specific focus on the identification of malicious URLs. The 

system employs a diverse set of machine learning 

algorithms, including Decision Tree Classifier, Random 

Forest Classifier, AdaBoost Classifier, K.N.Neighbors 

Classifier, SGD Classifier, Extra Tree Classifier, and 

Gaussian Naive Bayes. By harnessing the capabilities of 

these algorithms, the system aims to create a 

comprehensive and adaptive defense mechanism against 

cyber threats. 

B.  PROBLEM BACKGROUND: 
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The increasing digitization of office management 

processes has brought about unprecedented efficiency 

and convenience, but it has also exposed organizations to 

a growing array of cybersecurity threats. Cybercriminals 

exploit vulnerabilities in web-based applications, often 

using malicious URLs as vectors to compromise the 

security of office webpages. These threats include 

phishing attacks, malware distribution, and unauthorized 

access to sensitive information, jeopardizing the 

confidentiality, integrity, and availability of crucial data.  

Traditional security measures, such as firewalls and 

antivirus software, are essential but may fall short in 

providing comprehensive protection against dynamic 

and evolving cyber threats. Malicious URLs, in particular, 

can be challenging to detect due to their sophisticated 

and constantly evolving nature. As a result, there is a 

pressing need for a proactive and adaptive cybersecurity 

solution that can identify and mitigate these threats in 

real-time. 

C.  PROBLEM STATEMENT 

The primary challenge addressed by this project is the 

detection and management of cybercrime within office 

webpages, with a specific focus on the identification of 

malicious URLs. The following aspects constitute the core 

problem statement: Malicious URL Detection: The office 

management system lacks an efficient mechanism for 

detecting malicious URLs embedded within webpages. 

Existing security measures may not effectively identify 

and mitigate the diverse range of threats associated with 

these URLs. Dynamic Nature of Cyber Threats: Cyber 

threats, including malicious URLs, are dynamic and 

continually evolving. Traditional security measures may 

struggle to keep pace with the rapidly changing tactics 

employed by cybercriminals, necessitating a more 

adaptive and proactive approach. False Positives and 

Negatives: Current detection systems may generate false 

positives, leading to unnecessary alarms and potential 

disruptions in regular operations. Simultaneously, false 

negatives may result in undetected threats, leaving the 

office webpage vulnerable to cyber-attacks. Limited 

Integration of Machine Learning: While machine learning 

algorithms have demonstrated effectiveness in 

cybersecurity, their integration into office management 

systems for real-time threat detection remains limited. 

The project aims to bridge this gap by leveraging a diverse 

set of machine learning classifiers. Lack of Ensemble 

Learning: Individual machine learning algorithms may 

have inherent limitations.  

D. RESEARCH OBJECTIVE 

The objectives of the project are designed to address the 

identified challenges and contribute to the development 

of a robust cybercrime detection and management 

system within office webpages, with a specific emphasis 

on the identification of malicious URLs. The key 

objectives include:  

(a) Comprehensive Threat Analysis: Conduct a thorough 

analysis of potential cyber threats within office 

webpages, considering various aspects of user behavior, 

access patterns, and anomalous activities.  

(b) Malicious URL Detection: Develop and implement a 

specialized module for the identification of malicious 

URLs within the office webpage.  

(c) Ensemble Learning Approach: Implement ensemble 

learning techniques to combine the strengths of multiple 

machine learning classifiers individual algorithm 

limitations.  

(d) Real-time Monitoring and Alerts: Implement a real-

time monitoring system to promptly detect and respond 

to potential security threats.  

(e) User-Friendly Interface: Develop an intuitive and user-

friendly web interface for the management and 

monitoring of the cybercrime detection system. 

(f) Adaptability to Dynamic Threats: Design the system to 

be adaptive to the dynamic nature of cyber threats, 

ensuring that it can evolve and update its detection 

mechanisms based on emerging threat patterns. 

(g) Reduce False Positives and Negatives: Minimize false 

positives to avoid unnecessary. 

(h) Integration with Existing Security Measures: Ensure 

seamless integration with existing security measures 

within the office environment, enhancing the overall 

cybersecurity posture without causing conflicts or 

redundancies with pre-existing tools and protocols. 
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E. SCOPE OF STUDY: 

The scope of the project encompasses various aspects 

related to cybercrime detection and the management of 

malicious URLs within the context of office webpages. 

The scope defines the boundaries and focus areas that 

the project will cover. Here are the key components 

within the scope of the study: 

1.Office Webpage Environment 

2.Malicious URL Detection 

3.Machine Learning Algorithms 

4.Ensemble Learning Techniques 

5.Real-Time Monitoring and Alerts 

6.User-Friendly Interface 

7.Adaptability and Scalability 

8.Integration with Existing Security Measures 

9.Evaluation and Validation 

II. LITERATURE SURVEY 

Paper [1] TITLE: The Proactive and Reactive Digital 

Forensics Investigation Process: A Systematic Literature 

Review AUTHOR: Cristina-Edina Domokos, Barna Sera , 

Karoly Simon , Lajos Kovacs ,Tas- Bela Szakacs. 

PUBLISHER: IEEE YEAR: 2020 CONTEXT: Recent papers 

have urged the need for new forensic techniques and 

tools able to investigate anti-forensics methods, and have 

promoted automation of live investigation. Such 

techniques and tools are called proactive forensic 

approaches, i.e., approaches that can deal with digitally 

investigating an incident while it occurs. To come up with 

such an approach, a Systematic Literature Review (SLR) 

was undertaken to identify and map the processes in 

digital forensics investigation that exist in literature. 

According to the review, there is only one process that 

explicitly supports proactive forensics, the 

multicomponent process [1]. However, this is a very high-

level process and cannot be used to introduce 

automation and to build a proactive forensics system. As 

a result of our SLR, a derived functional process that can 

support the implementation of a proactive forensics 

system is proposed. 

Paper [2] TITLE: Cyber Threat Intelligence from Honeypot 

Data using Elasticsearch AUTHOR: Zahita Cahyani, 

Rahmat Nurcahyo, Farizal PUBLISHER: IEEE YEAR: 2020 

CONTEXT: —Cyber-attacks are increasing in every aspect 

of daily life. There are a number of different technologies 

around to tackle cyber-attacks, such as Intrusion 

Detection Systems (IDS), Intrusion Prevention Systems 

(IPS), firewalls, switches, routers etc., which are active 

round the clock. These systems generate alerts and 

prevent cyber-attacks. This is not a straightforward 

solution however, as IDSs generate a huge volume of 

alerts that may or may not be accurate: potentially 

resulting in a large number of false positives. In most 

cases therefore, these alerts are too many in number to 

handle. In addition, it is impossible to prevent cyber-

attacks simply by using tools. Instead, it requires greater 

intelligence in order to fully understand an adversary’s 

motive by analysing various types of Indicator of 

Compromise (IoC). Also, it is important for the IT 

employees to have enough knowledge to identify true 

positive attacks and act according to the incident 

response process. In this paper, we have proposed a new 

threat intelligence technique which is evaluated by 

analysing honeypot log data to identify behaviour of 

attackers to find attack patterns. To achieve this goal, we 

have deployed a honeypot on an AWS cloud to collect 

cyber incident log data. The log data is analysed by using 

elastic search technology namely an ELK (Elasticsearch, 

Logstash and Kibana) stack.  

Paper [3] TITLE: A Real World Study of Personality and 

Spear phishing Attacks AUTHOR: Trupthi B, Rakshitha Raj 

R, J B Akshaya, Srilaxmi C P PUBLISHER: IEEE YEAR: 2019 

CONTEXT: . Spear-phishing attacks are more 

sophisticated than regular phishing attacks as they use 

personal information about their intended victim and 

present a stronger challenge for detection by both the 

potential victims as well as email phishing filters. While 

previous research showed that certain phishing attacks 

can lure a higher response rate from people with a higher 

level of the personality trait of Neuroticism, other traits 

were not explored in this context. The present study 

included a field-experiment which revealed a number of 

factors that increase the likelihood of users falling for a 

phishing attack: the factor that was found to be most 



ERES International Journal of Computer Networks (ISSN: 2320-6837) Vol 12, No 2, Apr – June 2024 

 

Web guard: Secure Web page access control and URL filtering system  
DOI: 10.62346/ijcn_q2_v12_no2_24_01 

4 

 

correlated to the phishing response was users’ 

Conscientiousness personality trait. The study also found 

gender-based difference in the response, with women 

more likely to respond to a spear phishing message than 

men. In addition, this work detected negative correlation 

between the participants subjective estimate of their 

own vulnerability to phishing attacks and the likelihood 

that they will be phished. Put together, the finding 

suggests that vulnerability to phishing is in part a function 

of users’ personality and that vulnerability is not due to 

lack of awareness of phishing risks. This implies that real-

time response to phishing is hard to predict in advance 

by the users themselves, and that a targeted approach to 

defence may increase security effectiveness. Papers that 

have not been published, even if they have been 

submitted for publication, should be cited as 

“unpublished” [4]. Papers that have been accepted for 

publication should be cited as “in press” [5]. Capitalize 

only the first word in a paper title, except for proper 

nouns and element symbols. 

III. SYSTEM DESIGN 

A. Block Diagram 

 

Figure: 3.A Block Diagram 

 

B. Architecture diagram

 

Figure: 3.B Architecture Diagram 

IV. RESULT 

A. Login Page 

 

Figure: 4.A Login page 

B. Home Page 

 

Figure: 4.B Home Page 
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C. Employee Edit

 

Figure: 4.C Employee Edit 

D. View and Manage list of Employee 

 

Figure: 4.D View and Manage list of Employee 

E. Database of Employee 

 

Figure: 4.E Database of Employee 

F.URL Detection using Algorithm 

 

Figure: 4.F URL Detection using Algorithm 

V. CONCLUSION 

Digital Forensics Detection of ongoing Cyber 

Attacks presents a comprehensive solution for 

cybercrime detection in office webpages, focusing on 

malicious URL identification. Leveraging a diverse set of 

machine learning algorithms and ensemble learning 

techniques, the system achieves robust threat analysis. 

The real-time monitoring and alerting system ensure 

swift response to potential security threats, reducing 

false positives and negatives. The user-friendly interface 

empowers administrators for effective system 

management. The project's adaptability to dynamic 

threats and seamless integration with existing security 

measures provide a resilient and scalable cybersecurity 

solution. Successful implementation promises enhanced 

security for digital workspaces, safeguarding sensitive 

data and ensuring business continuity. The project's 

outcomes contribute to the evolving field of cybercrime 

detection and fortify organizations against the ever-

changing landscape of cyber threats. 
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