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Abstract -Wireless Sensor Network is a special type of network which finds its application in vast area. Though it is
similar to ordinary network it is unique in its own way. Due to its efficiency and flexibility its application is increasing
day by day. It is widely used in military applications, hospital, home applications, etc. Wireless Sensor Network senses
or monitors various changes in the environment in which it is deployed. Since the wireless sensor network mainly finds
its application in unattended areas it is vulnerable to several attacks. These attacks may be severe or may not be

Introduction

Advances in wireless and digital technologies and
communication have lead to tremendous improvement
in Wireless sensor networks. The improvements in
various micro-electronics have lead to the development
of low cost, low power networks. The wireless sensor
network is improvement of our usual network.

The wireless sensor network consists of sensor nodes.
The sensor node consists of a micro controller, external
memory, transceiver, power source and sensors.The
sensors available in the wireless sensor networks are
spatially distributed to monitor and sense information or
condition and co-operatively pass the data to a main
location. The wireless sensor network finds its
application in military applications, industry, home,

industry,etc.

Working

The main functionof Wireless Sensor Network is to
monitor and sense information and pass the sensed data
or information through hoping or routing to a sink node
in the network.The sensor nodes are usually scattered in
the area. They do not follow any topology. The topology
for the Wireless Sensor Network changes from one
topology to another. Since, the sensor nodes are moving
the topology goes on changing.

The following figure illustrates the working of Wireless
Sensor Networks. Any change inthe working area of the
network is sensed by the nearest sensor node.

Gateway
Sensor Nod

The sensed information is propogated from one sensor
node to another until reaching the sink node. The sink
node is one sensor node that is nearest to the final
destination.The data or information is propogated using
routing or hoping. The shortest path that is suitable to
reach the sink node is usually selected for hoping or
routing.

Topologies

To attain a good Quality of service(QOS) and
Quantity of service, the best network topology should be
selected. The selection of network topology also
depends on the environment, economy and application
that is to be applied. The basic network topologies
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include mesh, star, ring, tree, bus.In fully connected
network, all the nodes are connected to one another.
This topology is completely incompatible for large scale
sensor networks. Since, when a new node is to be added
additional cable and other network problems arise.The
following figure shows some of the basic network

topologies.
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In mesh topology, the nodes are regularly distributed
and the communication is through the neighbour nodes.
In this topology, group leaders are selected and if a
group leader is disabled then another node takes that
position automatically. In star topology all the nodes are
connected to a single hub. If a communication to the
central hub is lost then it affects only one link and the
other links remain the same. In ring topology all the
nodes are connected in a single direction. There is no
group leader in this network. If a link is lost then the
entire network is lost. A special form of ring topology is
self healing ring topology.In bus topology all the nodes
are connected through bus. The datas are received by
reading the meassage header, where the destination
address is specified. Here the data can be only retrieved
and no retransmission is possible.

Constraints

Nodes in the Wireless Sensor Network are mainly
resource contrainted. Some of the major constraints of
Wireless Sensor Network are:

i. Energy constraints

Energy is consumed in Wireless Sensor Network for
sensor transducer, communication and computation.

ii. Memory limitations

Sensor nodes are tiny devices. Hence, the memory and
storage space is very small.The memory in Wireless
Sensor Network is flash memory and RAM. Flash memory
is used for storing application code and RAM memory is
used to store intermediate results.

iii. Unreliable communication

Since there is no wired communication between nodes
the chance for occurance of communication error is high.
The communication error can be like packets may get
damaged or packets may be corrupted or packets may
collide and get damaged.

iv. High delay in communication

Due to routing and other hoping algorithms the

communication between nodes may get delay.

v. Remote operation of WSN

Wireless Sensor Network finds its application
mainly in rural areas where cannot interven easily. So,
they are vulnerable to many security attacks. Though
there are various methods and techniques followed in
detecting and rectifying those attacks, they are very hard
to be protected from those attacks.

Security

As already discussed, Wireless Sensor Network is

vulnerable to several security attacks and hence
protecting the wireless sensor network against such
attacks is very essential. Some of the basic requirements

in security is listed and explained below:

i. Data confidentiality
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One of the main attack in wireless sensor network is that
the confidential data is attacked to a greater extend than
any other data.Hence, the confidential data should be
protected from data attacks. Once an attacker gains
access to the confidential datas in the network, then the
chances for the attacker to control the network is very
high. The network should not allow any other node than
the recipient node to read the data that is being
transferred. Even the secret key that is being transmitted
should be encrypted and then transferred. Public
information should also be handled carefully.

ii. Data integrity

The data that is being transmitted should not be altered
by any intruder. Certain intruders try to alter the data if
they cannot read or cause any other type of damage to
the network.

iii. Availability

It is important to ensure that the data that is required
should be always available in the network even when the
network is under attack.

iv. Data freshness

It is always important to keep the data in the network
fresh and upto date. The keys that are used for
encryption should also be refreshed so that even if an
adversary captures an already available key the network
can operate without any failure.

v. Self healing

The nodes in a wireless sensor network should be self
healing. This is a very challenging work. Since, the nodes
are almost available in vast rural area where human
intervention is low and high possibility of attacks are
available. The process of making a sensor node as self
healing is very challenging.

vi. Secure location

The sensor nodes should be located in the area where
they are efficient and highly safe. There are various
schemes available to locate the sensor nodes securely in
the network. Both centralized and de - centralized
methods can be followed.

vii. Authentication

The sensor nodes available in a wireless sensor node
should be authentic. It is nothing but each sensor node
should be ready to authenticate itself to other nodes
available in the network. Also the nodes in the network
should ensure that the intented node only has received
the information.

Attacks

As we have already seen there are various requirements
for the security. The various attacks which occur to the
described requiements is explained below:

i. Attack against service integrity

In this attack the network is made to fail from its
intended work or behaviour. Also the adversary can try
and inject false or unwanted values into the network
which may remain unknown to the sensor nodes or
these attacks may cause damage to the network.

ii.Attack on availability

The attack on the availability of network resources and
other required data can be referred as an attack on
availability. This attack can be also referred as Denial of
service(DOS) attack

iii. Attack on secrecy and authentication

Usual cryptography and other related algorithms and
methods can be followed to protect secrecy and
authentication.

i. Attack on availability
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Though there are various methods available to
prevent from these type of attacks none is favourable.
Some of the types are given

i. Physical layer attacks

The security attack is on the physical layer which is

responsible for frequency selection and other
communication related things. The attacker can jam or
tamper the communication.The jamming attack is that
the adversary can cause a communication damage in the
way in which the sensor nodes communicate. The attack
can also be on the frequency in which the sensor usually
communicate.The tampering attack refers to the attack
in which the communication between the sensor nodes
is completely blocked. This type of attacks affects the

nodes severly.

ii.Data link layer attack

Link layer performs the function of multiplexing the data
frames and blocks of data between various other nodes
available. An attacker can attack this layer by causing
frames or blocks to collide,thus causing retransmission of
data. The attacker can also capture acknowledgement
messages and messages which carry the encryption
key,etc.

iii. Network layer attacks

Network layer is responsible for packet forwarding
and routing data or information through intermediate
nodes. Variable length data sequences are forwarded
through this layer.There are various types of attacks
available in this network layer. Some of them are
explained. The very first and most common attack is the
spoofing attack. In this attack, the attacker may alter or
replay the information to create a disrupt in the traffic
available in the network.Another type of network layer
attack is selective forwarding. In this attack, the attacker
may compromise a particular node and set its properties
such that the node keeps on forwarding only to a
particular node.

In this attack a
particular node resides as attractive to its neighbouring

Another attack is sinkhole attack.

nodes and thus always the traffic flows through that
particular node. Thus, causing a network traffic.

Sybil attack is another type of attack in which the sensor
nodes have more than one identity in the network. This
type of attack affects the network in various ways.
Whatever may be the method that is to be followed by
the network this type of attack affects the network. It
works the same way for the networks.

Hello attackis another type of attack in which an
adversary causes a mis communication. In this attack, an
adversary who is very far away from the sensor node
sends a hello message to the sensor node which is
requesting for transmission. The sensor node after
receiving the hello message thinks that the node is
within the range and sends the data to be transmitted
through the attacked node.

Worm hole attack is another type of attack in which the
data available in one location is copied and transferred
to another location.

iv. Attack in transport layer

Transport layer is responsible for efficient transport
between various nodes in the network. One of the major
type of attack an attacker cause to the transport layer is
the flooding attack. In the flooding attack, the attacker
keeps on sending request to a node so that the node
becomes flooded with connection request and finally
comes to a state so that it cannot receive any
furtherlegitimate request.De-synchronization is another
type of attack in which the attack disconnects an existing
connection. The attacker may request for re-
transmission again and again and finally causing energy

loss in the network nodes.

ii. Attacks on secrecy and authentication

This attack is mainly on the secure and secret
data available in the sensor nodes present in a network.

i. Node replication attack
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In this attack, the adversary captures a particular node
in the network then copies its identity and other security
information and repeats the same node with the copied
into the network. With this attack the
adversary can even capture an entire network.

information

ii. Attacks on privacy

Preserving privacy in Wireless Sensor Network is very
challenging and difficult. Since all the data available in a
sensor network is highly sensitive. Some of privacy
problems that occur in a network is given

Eavesdropping attack is a very common attack. In this
attack, the adversary tries to understand the information
in the network.

Passivemonitoring is another form of privacy attack in
network. In this attack, the adversary keeps monitoring
the sensor nodes and tries to understand information
available in the network.

Trafficanalysisis another attack on privacy in network. In
this attack the adversary keeps on monitoring the traffic
in the network and finds which the nodes to be attacked.
Masquerade is another type of attack in which the
adversary covers up an good node and produces a
compromised node and ask the network to transfer data
through the compromised node and thus reads the data
that is being shared through it.There are also various
other types of attack possible and further to be identified
in a Wireless Sensor Network. Thus the protection of
Wireless Sensor Network from attacks is really very
difficult and challenging.
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